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1
Decision/action requested

This contribution proposes a solution for KI#1 to protect NAS Reject message to TR33.809.
2
References

3
Rationale





This solution addresses the key issues #1 “Security of unprotected unicast messages” for NAS Reject message protection. 

The NAS Reject message is not integrity protected, because the security context may be not activated. It may cause DoS attack or bidding-down attack to the UE.

Since the attack happens before NAS security activation, the solution proposes to integrity protect the NAS reject message with a public key of AMF. In order to simply the key management, certificate is not used, instead, a public key of home UDM is involved for the visited AMF to authorize its public key.

The solution is consisted of two procedures, Authorization Procedure and Protection Procedure of NAS Reject message. When the AMF receives an initial NAS message from a UE, the AMF shall check whether it has a related valid and authorized public key. If not, the AMF shall initiate Authorization Procedure embedded in Authentication Information Procedure to require UDM to sign the public key. If yes, the AMF could use the Public Key directly to protect potential unprotected NAS Reject message.
4
Detailed proposal

*************** Start of 1st Change ****************
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6.Y Solution Y: Protection of NAS Reject Message

6.Y.1
Introduction 

This solution addresses the key issues #1 “Security of unprotected unicast messages” for NAS Reject message protection. 

The NAS Reject message is not integrity protected, because the security context may be not activated. It may cause DoS attack or bidding-down attack to the UE as depicted in [xx] or key issue #11 in TR 33.861 [14].

Since the attack happens before NAS security activation, the solution proposes to integrity protect the NAS reject message with a public key of AMF. In order to simply the key management, certificate is not used, instead, a public key of home UDM is involved for the visited AMF to authorize its public key.

The solution is consisted of two procedures, Authorization Procedure and Protection Procedure of NAS Reject message. When the AMF receives an initial NAS message from a UE, the AMF shall check whether it has a related valid and authorized public key. If not, the AMF shall initiate Authorization Procedure embedded in Authentication Information Procedure to require UDM to sign the public key. If yes, the AMF could use the Public Key directly to protect potential unprotected NAS Reject message.
6.Y.2
Solution Details

6.Y.2.1
Procedure of Authorization for Public Key of the AMF

In order to protect the NAS Reject messages before NAS security activation, it is proposed to use public key pair (i.e.  PKAMF and PRAMF) generated on the AMF to protect NAS Reject message. Furthermore, in order to simply provisioning on the UE, the UE is provisioned with one public key PKUDM of the UDM, and the UDM needs to authorize AMF’s PKAMF using private key PRUDM related to PKUDM. The PKUDM could be the public key used to protect SUCI, or an independent public key.

Once PKAMF is signed by the UDM, this key can be used for large amount of UEs who have been provisioned with the same PKUDM, so the authorization procedure does not happen frequently. To simply authorization procedure, the solution reuses Authentication Information Request procedure, there is no additional signalling overhead.
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Figure 6.Y.2.1-1: Procedure of Authorization for Public Key of the AMF
1. UE sends initial NAS message for initial attach to the AMF, the message shall include SUCI. 

2. If the AMF does not have a valid and signed Public key PKAMF which could be used for the UE, the AMF shall generate a pair of public key PKAMF and private key PRAMF.

3. The AMF shall send Nausf_UEAuthentication_Authenticate Request with PKAMF to the AUSF.

4. The AUSF shall send Nudm_UEAuthentication_Get Request message to UDM with PKAMF.
5. The UDM signs the PKAMF with its private key PRUDM, and gets the signature Sign (PKAMF). The UDM may sign more IEs, e.g. sign algorithm, expired time, etc., those parameters can be standardized in normative phase.

6. The UDM responses Nudm_UEAuthentication_Get Response message to the AUSF, the message includes the Sign (PKAMF).

7. The AUSF responses Nausf_UEAuthentication_Authenticate Response message to the AMF, including the Sign (PKAMF).

8. The AMF shall store the Sign (PKAMF) with PKAMF, PRAMF and PKUDM ID.
6.Y.2.2
Procedure of Protection of NAS message
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Figure 6.Y.2.2-1: Procedure of Protection of NAS Reject Message
1. UE sends initial NAS message to the AMF, the message may include SUCI or GUTI, and NONCE1. NONCE1 is a freshness parameter generated from the ME, and also indicates to the AMF that the UE supports to verify integrity of the NAS Reject message before security activation using public key.

2. If the AMF does not have a valid and signed PKAMF which could be used for the identified UE, the AMF shall process as depicted in 6.Y.2.1. Otherwise, the AMF could use the related PKAMF to protect the NAS Reject message.

3. If the AMF wants to reject the UE when NAS security is not activated, the AMF shall generate NONCE2, and include NONCE1 and NONCE2 in the NAS Reject message, the NONCE2 proves freshness from the network. The AMF shall sign the NAS Reject message with PKAMF, and get Sign (NAS Reject).

4. The AMF shall send NAS Reject message to the UE including PKAMF, Sign (PKAMF), NONCE1, NONCE2, and Sign (NAS Reject).

5. The UE may know the SN supporting this feature according to ABBA. So, upon receiving the NAS Reject message, firstly, the UE shall check whether the NAS Reject message is signed, if not, the UE shall discard the message. Secondly, the UE shall verify Sign (PKAMF) with PKUDM. After successfully verification of PKAMF, which means the PKAMF is authorized, the UE shall verify Sign (NAS Reject) with the PKAMF. 
6.Y.3
Evaluation 

6.Y.3.1 UE aspects

UE shall be provisioned with a public key of UDM.

UE shall support mechanism to negotiate this new feature.

UE shall support DSS (e.g. FIPS 186-4) to verify integrity of NAS Reject message.
6.Y.3.2 UE actions upon detection of invalid signature

At registration for initial attach, the UE indicates NONCE1 to let the AMF know the UE support the new feature, the AMF uses ABBA to let the UE know the SN supports new feature. From this now on, all of the following NAS Reject message before NAS security is activated shall be integrity protected using public key.
For the DL NAS message which is defined to be integrity protected has not MAC or has a false MAC, the UE shall drop the NAS message.
For the following exceptions, the UE does not verify integrity protection:

1. The UE initiates registration for initial attach, and receives Registration Reject message.

2. The UE knows that the serving network does not support the feature, i.e. ABBA indicates that. 
6.Y.3.3 Threats that are mitigated by signed SI messages

The solution addresses the key issues #1 “Security of unprotected unicast messages” for NAS Reject message integrity protection. The solution could also be used to protect the following NAS Reject message before NAS security is activated:

1. Registration Reject message

2. Service Reject message

3. Authentication Reject message

4. Deregistration Accept message

Except for:

1. Registration Reject message which is received in registration procedure for initial attach.
6.Y.3.4 Threats that are not mitigated by signed SI messages

When the UE initiates registration for initial attach, the attacker could forge a NAS reject message. However, since FBS cannot actively trigger the UE to initiate this procedure, it is a rare case.
6.Y.3.5 Provisioning of keys

If the PKUDM uses the same public key used to protect SUCI, the UE does not need to be provisioned with any new public key.

If the PKUDM is an independent public key, the SIM card should be provisioned with a new public key of UDM.
6.Y.3.6 RAN aspects
No impact.

6.Y.3.7 VPLMN aspects

vAMF shall support generation and storage of public key pair.

vAMF shall support authorization procedure.

vAMF shall support mechanism to negotiate this new feature with the UE.

vAMF shall support DSS (e.g. FIPS 186-4) to sign NAS Reject message.
6.Y.3.8 HPLMN aspects

hUDM shall support to authorization procedure.

hUDM shall support DSS (e.g. FIPS 186-4) to sign the public key from the AMF.
6.Y.3.9 Network sharing aspects

No impact.

6.Y.3.10 Roaming aspects
If vUDM and hAMF supports the new feature, in addition that VPLMN and HPLMN has roaming agreement, then, the solution is available.
6.Y.3.11 Regulatory aspects
No impact.
6.Y.3.12 Integrity protection schemes

DSS (e.g. FIPS 186-4)
6.Y.3.13 MAC length

Truncated 32bits signature for PKAMF.

Truncated 32bits signature for NAS Reject message.
6.Y.3.14 Resistance against Quantum Computing
New anti-quantum DSS algorithm can be upgraded since the NAS Reject message is signed by the AMF.
*************** End of 2nd Change ****************
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